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Last week I was lucky enough to attend an event (yes a live event!) here 
in Brisbane, an expo for Small Business’s. It was the first live event ABN 
had attended as an exhibitor in close to 2 years and it was great to be 
able to support the event and the small business community.  To say the 
team were excited was an understatement.  There was a hive of activity 
in the room as everyone chatted and mingled and remembered what it 
was like to attend events again.  It was also great to run into a number of 
our members there as well (Hi to Kylie, Priscilla, Su, Marina and Cilla to 
name a few).

It got me thinking about our own events planned for next year (Covid 
permitting of course).  Given next year isn’t too far away I thought I 
would let you in on our plans so you can start planning now!   In the early 
part of the new year and assuming borders are open, we are planning 
a roadshow to come and visit everyone in your own backyards.  It will 
be great to be on the road and able to catch up with you all so fingers 
crossed. 

Oct 22 sees our twice postponed Bi-Annual conference (perhaps I 
should say quadrennial – given it will be 4 years by the time we hold it 
from our last conference) - The Bookkeeper Event. It is a one-of-a-kind 
event and has many regular delegates that never miss one.  They say 
once you attend one you are hooked so be prepared.  We will be hosting 
the event in beautiful Cairns, and it will be great to support the North Qld 
travel industry who have suffered so greatly during Covid.  So, dust of 
those swimmers and get ready for a conference full of content and fun, 
and perhaps plan that long awaited holiday to North Queensland at the 
same time!

In the meantime, don’t forget about our regular on- line events which 
will continue coming to you.  Our member only On-line Coffee club is 
held once a month and is hosted by yours truly and Leanne Lewis.  The 
content is topical and considers every day bookkeeping issues and 
we are also joined by some of our great Network leaders and Partners.   
Watch your inboxes for the email invites and come join us - Leanne and I 
may even teach you some dance moves – those of you who are regulars 
know what I am talking about. 

And don’t forget about Bookkeeper Radio – no one can forget that!  
Hosted by our very own Kelvin Deer and Peter Thorp coming to you 
every fortnight!  This is a fun, free and interactive way to keep up with 
industry news, developments and trends.

We look forward to seeing 
you at one of our on-line or 
in person events very soon!!

Kellie Powell
 Director

We Can't Wait to See You 
All Again!
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YOUR SUPER, YOUR FUTURE...Your Role
This significant piece of legislation passed Parliament 
in June 2021. It contains some of the most pro-member 
reforms in many years, and has implications for clients and 
the many bookkeepers who handle client superannuation. 

The Stapled Super Fund Rules
Under the new stapling rules, from 1 November 2021 when an 
employee changes jobs, the super fund that they used with their 
former employer will be ‘stapled’ automatically to them – instead 
of the new employer paying their super into a default fund. This 
is aimed at preventing employees from having multiple accounts 
which, over the years, have the effect of reducing their retirement 
savings through fees and charges.  

An employer will comply with the Choice of Super Fund rules by 
making contributions to the stapled fund of an employee who:

• started their employment on or after 1 November 2021

• has a stapled super fund, and 

• has not chosen another fund to receive superannuation 
contributions into.

In the event where an employee does not have a stapled fund 
and does not nominate their own fund, employers can continue 
to make contributions to their own default fund. 

To support the new rules, the legislation enables employers 
of new employees to request from the ATO any stapled fund 
held by the employee. Where a valid request is made in the 
approved form, the Commissioner must notify the employer as 
soon as practicable about whether a stapled fund exists for that 
employee and, if so, what it is. 

You’ll be able to request an employee’s stapled super fund from 
the ATO after the employer (or their BAS Agent or Tax Agent on 
their behalf) has submitted a Tax file number declaration or Single 
Touch Payroll pay event linking the employer to them. There is 
no limit to the number of requests you can make. To request a 
stapled super fund, employers, or their authorised representative 
such as their BAS Agent, need to:

1. Log into the client's account on the ATO online services.

2. Under the Business section, there is now a tab - 
Employee super accounts.

 º TFN – an exemption code can be entered 
where an employee cannot provide their TFN, 

but this could result in processing delays

 º full name – including ‘other given name’ if 
known

 º date of birth

 º address (residential or postal), if TFN not given.

The ATO require an authority signed by the client when lodging 
the Request for Stapled Super information as it constitutes a 
form lodged with the Commissioner in terms of S388-65. A 
sample copy of such a Stapled Super Request Declaration can 
be found in the members section of the ABN website. There is 
also a helpful presentation on practically dealing with Stapled 
Super requests also available on the ABN website. 

You will receive the response on-screen. You should be notified 
of the result of the stapled super fund request within minutes.

The ATO will notify the employee of the stapled super fund 
request. The employee is also informed about the stapled super 
fund details that have been provided. 

To be clear, not complying with the stapled fund measures 
from the 1 November start date means that an employer is in 
breach of the choice of super fund rules. Specifically, under 
section 19(2A) of the SGAA (1992) an employer will have a 
Super Guarantee (SG) shortfall where it does not comply with 
the choice of fund requirements (i.e. a choice shortfall). This 
shortfall liability is 25% of the notional quarterly shortfall (10% 
of the employee’s total salary and wages up to the maximum 
contribution base in 2021–22), less any individual SG shortfall 
for the employee for that quarter. The choice shortfall however is 
limited to $500 per notice period for each employee. This $500 

continued

https://www.austbook.net/stapled-super-fund-declaration
http://www.austbook.net/userimages/Public/ABN/Latest%20News/CPE38 - Super Reforms-Requesting Stapled Super Fund Information-v1.2.pdf
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YOUR SUPER, YOUR FUTURE, YOUR ROLE Cont
cap may be for either a particular quarter, or a notice period which 
can consist of multiple quarters. 

New performance test
The new legislation helps ensure members’ retirement savings 
are protected from underperforming funds by subjecting MySuper 
products and other trustee-directed superannuation products to 
an annual, objective performance test based on net investment 
returns, with clear consequences for failing the test. Currently, 
underperforming funds are not held to account.

Super funds will now be required to notify their members if they fail 
to meet a net investment return benchmark by 0.5 of a percentage 
point a year over eight years. Funds that fail the test for two 
consecutive years will not be able to accept new members until 
their performance improves, or they merge.

If your product underperforms, you will be notified by your fund and 
encouraged to consider using the YourSuper comparison tool (see 
next section) to make a different choice of fund.

This is a welcome development because Treasury's analysis of 
APRA data shows that many superannuation funds are consistently 
poor performers. This includes 21 out of 77 MySuper products that 
underperformed in relation to a performance benchmark developed 
by the Productivity Commission by more than 0.5 percentage points 
from 2014 to 2019. Importantly, those products: 

• held over $100 billion in assets across 3 million accounts 

• received over 330,000 new member accounts and over 
$10 billion in contributions in 2018-19 alone, and

• charged members $1.2 billion in fees annually.

The amendments relating to the new annual performance test 
(which will be conducted by APRA) apply in relation to MySuper 
products on and after 1 July 2021 and in relation to other classes 
of beneficial interest in a regulated superannuation fund specified in 
the regulations on and after 1 July 2022.

While this is a welcome measure and will provide consumers 
with greater insight into the performance of their super fund, the 
government has come under criticism that ‘choice’ products (in 
which about four million Australians have their super invested) 
are not subject to the annual performance reviews from the start. 
Nonetheless, Treasury estimates that 90% of APRA-regulated funds 
for those in the accumulation phase will be subject to the test within 
a year. 

Comparison tool
The government has developed a new interactive online 
‘YourSuper’ comparison tool (with information gleaned from 
performance testing, above) which will compare the performance 
of superannuation funds, and in turn allow members to make better 
decisions about which MySuper fund manages their savings. For 
the first time, members are able to compare, and find a better deal if 
they so choose. The tool is live now!

This follows a finding by the Productivity Commission that “many 
Australians find superannuation complex and are disengaged from 
decisions about their retirement savings.” The new YourSuper 
comparison tool encourages engagement in the system by allowing 
members to easily compare the performance of their fund with 
others on the market.  According to the Productivity Commission, 
when superannuation products are easy to compare, people are 
more likely to become engaged with superannuation and choose 
the product that is right for them.

The YourSuper comparison tool is available on an interactive 
website designed to make it easy for members to choose 
a superannuation product based on fees and performance 

information.

For the first time, members can now compare the performance 
and fees of all MySuper products in a single place, based on 
independent and reliable information, with underperforming 
products clearly marked.

The comparison tool, which is now live and available here, will: 

• Display a quarterly updated table of MySuper products 
ranked by fees and investment returns, with products that 
have not met the new higher performance standard clearly 
highlighted as underperforming 

• Link you to the fund’s website when you select a product 
from the table of MySuper products. 

• Show your current superannuation accounts and allow you 
to select one of your existing superannuation accounts 

• Prompt you to consider consolidating accounts if you have 
more than one fund. 

The YourSuper comparison tool is based on information that 
superannuation funds report to APRA and will be developed in 
consultation with the Treasury. The information about product 
performance will be updated quarterly to ensure people are making 
decisions using up-to-date data.

Summary – BAS Agents and Super
With the new legislation now on foot, it’s worth reminding ourselves 
that a registered BAS Agent should not provide recommendations 
or finance advice about super to an employer or an employee, 
unless they hold a license with the Australian Securities and 
Investments Commission (ASIC). Examples of this may include:

• Which super fund employees should choose

• Their level of super contributions

• Consolidating their super. 

If an employee is seeking advice around comparing and choosing 
super funds, it is suggested they either contact a licensed financial 
advisor, visit the ASIC advice website www.moneysmart.gov.au , or 
contact ASIC directly on 1300 300 630.

In the super realm, BAS Agents can however continue to provide 
services related to super guarantee, and super guarantee charge 
including:

• Services under the Superannuation Guarantee 
(Administration) Act 1992 to the extent that they relate to a 
payroll function or payments to contractors

• Advising about an SGC liability, including calculating the 
liability and preparing the SGC statement

• Advising about the offsetting of late payments of 
superannuation contributions against the SGC

• Completing the late payment offset election section of an 
SGC statement

• Representing a client in their dealings with the ATO relating 
to the SGC – lodging SGC statements, being an authorised 
contact relating to SG and SGC, and accessing these 
accounts in the ATO’s online services for BAS agents

• Being an authorised contact with the ATO for payment 
arrangements relating to SGC account

• Being an authorised contact with the ATO for requesting 
penalty remissions relating to SGC

• Being an authorised contact for any audit or review activity 
undertaken by the ATO relating to SGC.

https://www.ato.gov.au/Calculators-and-tools/YourSuper-comparison-tool/
http://www.moneysmart.gov.au


Industry News and Views – Bookkeeper 
Radio!  
Have you checked out the latest episodes of Bookkeeper Radio? 

Our most recent episode looked at bookkeeper-specific marketing. 

The national post-COVID plan calls for "back to normal" as States start to 
hit their 80% vaccination targets. For many, this is expected over the next 
two months. Bookkeepers in heavy lockdown states are reporting loss of 
clients or clients that are dramatically scaling back operations. Covid is 
likely to have fuelled the need to add new work (i.e. new clients and/or new 
services). Whether you have lost clients recently, have clients downsizing 
or simply looking to ramp your numbers up, marketing is a skill that can 
always use some honing.

In this episode of Bookkeeper Radio we looked at:

• How to set yourself up with the right marketing foundations

• What marketing you should outsource and what you can probably 
do yourself

• How to get more accountant referrals

• How much to spend on your marketing every year and what you 
should get out of that investment

• How to choose the right social media platform for you

• Mistakes to avoid when using Facebook and LinkedIn

• Easy quick wins to secure more leads

• Ideas for video content and when to use it.

Hosted each month by our very own DJs, Peter Thorp and Kelvin 
Deer, ABN’s Bookkeeper Radio offers a unique and insightful look at 
your industry. For each broadcast, see and hear your hosts interview a 
prominent industry figure and then give you the opportunity to ask your 
own questions. It's a fun, free and interactive way to keep up with industry 
news and views. View a free sample.

what have you done  
for me lately?
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ABN NEVER STOPS 

WORKING FOR ITS 

MEMBERS.  

HERE IS WHAT WE'VE 

BEEN UP TO OF LATE!

continued

https://www.austbook.net/mcbookkeeperradio/
https://www.austbook.net/mcbookkeeperradio/
https://www.austbook.net/mcbookkeeperradio/
https://www.austbook.net/bookkeeperradio
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Networking - Online Coffee Clubs

Have you checked out our new Online Coffee Clubs? 

Recognizing that time-poor bookkeepers cannot always meet for an in-person Coffee 
Club, and also that many of you may still be in lockdown, this online version of our 
Coffee Club allows you to join and interact with us live, or view a recording in your own 
time. 

At least once per month, join the ABN member services team by linking up online 
with our Coffee Club Network Leaders to discuss various bookkeeper-specific 
matters. In our most recent episode, we discussed all the bookkeeping and finance 
issues around clients acquiring & claiming commercial work vehicles. 

Online Coffee Clubs are jointly hosted by ABN Director Kellie Powell, our very own 
Leanne Lewis as well as Coffee Club Leaders from around the country. 

Stay connected by networking with us via our next Online Coffee Club.

Technical Mentoring 

Recently, we sent you the latest edition of our boutique publication Getting 
Technical. 

Although ABN already provides a wealth of in-depth technical material for 
members, we appreciate that from time to time very specific technical issues 
arise that you may need guidance on. Getting Technical ticks this box. The latest 
edition focussed on the new stapled super fund rules (commencing 1 November 
2021) which will impact the many bookkeepers who handle a client's payroll, 
superannuation and the setting up of new employees in these systems.

We also trust you are enjoying the latest edition of our flagship technical publication, 
Bookkeepers Knowledge Base. This edition covered off on annual and personal 
leave. The many bookkeepers who are in charge of payroll for their clients will 
typically also preside over the leave system for the employees of those clients. In 
this first of a two-part series, this edition examines the broad rules around annual 
leave and personal leave. In our next edition we will cover off on how to account for 
these types of leave.

 

 Bookkeeping Webinars

We’ve been pushing out more content then ever before! The impact of 
COVID and lockdowns have been reeking havoc on everyone’s mental 
health and we’ve looked to help where we can. We recently released 
Part 2 of a 3 part mental health webinar series which focuses on how to 
prime your mind with daily practice. All health and wellness webinars are 
available in the members centre completely free of charge!

ABN have teamed up with My CPE to deliver a webinar covering the new 
Super reforms. Super has remained stagnant for quite some time; this 
webinar will empower you with everything you need to know about the 
federal governments Super Reforms. Thanks to My CPE we are able to 
offer members a discounted rate and 1 valuable CPE hour.

 

https://www.austbook.net/online-coffee-club
https://www.austbook.net/abn-coffeeclubs
https://www.austbook.net/abn-coffeeclubs
https://www.austbook.net/online-coffee-club
https://www.austbook.net/online-coffee-club
https://www.austbook.net/gettingtechnical
https://www.austbook.net/gettingtechnical
https://www.austbook.net/gettingtechnical
https://www.austbook.net/membersbkb
https://www.austbook.net/health-wellness
https://www.austbook.net/member-abn-partners/mycpe
https://www.austbook.net/shop/webinars/yoursuperyourfurturewebinar
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1 November

New superannuation stapled fund rules 
commence

21 November

October monthly Activity Statements – due for 
lodgement and payment

25 November

July-September quarterly Activity Statements 
– due for lodgement and payment if lodging 
electronically.

28 November

Superannuation Guarantee Charge Statement 
– due for lodgement and payment if required 
contributions were not made by an employer 
by the 28 October deadline

NUTS & bolts

key DATES

Clients and Post-Lockdown
An impromptu poll of bookkeepers was taken during a recent 
Bookkeeper Radio session dealing with clients struggling 
financially and what bookkeepers can do to help. The poll 
posed the question: Thinking about my client base, I fear for the 
ongoing financial survival of:

• none of my clients

• 1 of my clients

• 2 of my clients

• 3 or more of my clients.

We asked that only bookkeepers in New South Wales, Victoria, 
and ACT respond (the main lockdown states/territories).  The 
results were:

0 of my clients 28 22.95%

1 of my clients 31 25.41%

2 of my clients 37 30.33%

3 or more of my clients 26 21.31%

Totals 122 100%

That more than 50% of bookkeepers fear for at least 2 or more 
of their clients’ futures is a somewhat sobering statistic. 

Bookkeepers have a significant role to play for their clients as 
the economy emerges out of lockdowns. Consider the following:

1. Timely and accurate financial reporting 

Without this, your clients could be operating blind.

• Agree on frequency – quarterly, monthly, fortnightly, or 
weekly

• Format – balance sheet, profit and loss, receivables, 
payables, sales analysis etc.

• Advice – ensure clients meet and discuss financial 
performance and planning with either you or their 
accountant

• Engage – ensure clients get their head out of the sand 
and engage. 

2. Consider budgets and cash flow statements

3. Identify undrawn reserves (surplus cash, undrawn debt 
facilities, surplus assets)

4. Help identify financial buffers against difficult trading 

continued

https://www.austbook.net/mcbookkeeperradio
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NUTS & bolts

times that may continue for a while (build plan B)

Importantly, this is not free work. Agree with your client up front on 
the importance of this task and where possible provide them with 
a fixed fee for these services. 

If you wanted to go the extra mile, other things that you could also 
be mindful of:

• Turnover and margin restoration needs to be monitored in 
the short-term to ensure that businesses first meet their 
break-even targets, but just as important is looking at 
longer term reports for future prosperity.

• In order to grow, this normally requires cash to fund 
increased levels of inventory, receivables, and capital 
expenditure on equipment. Growth may also consider 
new things such as new sales channels (pivoting) or hiring 
more personnel…all of which may need funding. This 
may no be possible without a supportive lender who will 
of course need up-to-date data. 

Strengthen Your myGovID Security
The ATO is providing practitioners with an opportunity to 
strengthen their myGOVID security.

Strong identity strength with face verification was released within 
the myGovID app last month. If you have automatic updates set 
up in your device and you've previously verified your Australian 
passport, you may have already noticed the option to 'Verify your 
photo'.

In coming weeks, a ‘prompted update’ of the myGovID app will 
be required for all devices and all users will have the opportunity 
to set up a Strong identity strength. You can also manually update 
your myGovID app in your app store to access these features 
sooner.

To set up a Strong myGovID you need to verify an Australian 
passport, at least one other identity document and your photo. 
This one-off face verification process scans your face to check 
that you’re a real person, the right person and verifying in real-
time.

Where you’ve previously verified your Australian passport, photo 

and at least one other identity document, your identity strength will 
automatically be increased from Standard to Strong. You can find 
your identity strength in ‘My identity’ or on the dashboard of your 
myGovID app.

Setting up a Strong identity strength better protects your identity 
and will allow you to access more government services as they 
move online.

To be clear, verifying your photo and Strong identity strength 
continue to be optional new features, and do not change the 
way you access services. If you do not wish to set up a Strong 
myGovID, ignore the verification options and proceed to online 
services.

Supported Lodgement Program
The ATO says it understands that many tax practitioners have 
been significantly affected by COVID-19 and other events, 
and consequently may be struggling to keep on top of clients’ 
lodgement obligations. It says that if you need help at this time, 
it encourages you to reach out sooner rather than later, as it has 
services available that can help you and your clients get back on 
track.

The ATO will assess requests for a supported lodgement program 
and may direct you back to short-term assistance options if the 
ATO see that as a better way to continue to manage the issue.

A supported lodgement program requires you to implement 
solutions that enable your practice to return to the current 
lodgement program.

The ATO will work with you to co-develop tailored solutions that 
can include:

• identifying overdue lodgement obligations, together with 
current lodgement program commitments

• removing clients that you are not actively managing

• prioritising your practice’s overdue and upcoming 
obligations in a manner that progressively returns your 
practice to the current lodgement program

• considering lodgement deferrals, or in some instances, 
suspending compliance action, based on your practice’s 
circumstances.

Generally, the ATO will not offer assistance if the circumstances 
are of your own making or within your control, or where you 
have not complied with the conditions of a previous supported 
lodgement program.

A supported lodgement program will be subject to the following 
conditions:

• Before and during the period of ATO assistance, your 
own taxation obligations must be kept up to date

• You must take reasonable action to attempt to resolve 
the issues that have caused you to fall behind with your 
lodgements

continued
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NUTS & bolts

• A supported lodgement program will only apply to clients 
you are actively representing and any clients you are not 
actively representing should be removed from your ATO 
client list

• New clients should generally not be taken on if lodgement 
of their documents cannot be made on time, or would 
hinder your ability to meet the supported lodgement 
program

• You will be required to plan how you will manage your client 
base and resources following the period of assistance.

The ATO will not consider lodgement deferrals or suspension of 
lodgement action for clients who have been referred for prosecution 
action.

To submit your request for assistance through a supported 
lodgement program, send a request through Online services for 
agents Practice mail:

• select the topic Debt and Lodgement

• select the subject Supported lodgement program

• include your reasons for requesting assistance in the free 
text field.

The ATO will need to know:

• your contact details, including contact name, email 
address and phone number

• the circumstances that have affected your ability to meet 
lodgement program dates

• the steps you have taken to resolve these circumstances 
and the extent to which they are currently affecting your 
practice

• the approximate length of time you may need to overcome 
your current situation.

If you are unable to access the ATO’s online services to make 
your request due to exceptional and unforeseen circumstances, 
phone the ATO on 13 72 86 Fast Key Code 1 3 2 to discuss your 
circumstances.

CPE Uncertainty - What's the Go?
A couple of weeks ago, the Tax Practitioners Board hosted a 
webinar providing an update on their current position around 
continuing professional education (CPE). For background, earlier 
this year the Board released an exposure draft explanatory paper 
canvassing the industry for their input on a number of changes 
around CPE. From a BAS Agent perspective, the main proposal 
was to increase the number of CPE hours from the current 45 to 
120 (over a three-year period). 

The take-aways from the webinar were:

• The TPB are still consolidating the views from the 
prolonged consultation process

• Significant changes were flagged to that outlined in the Feb 
21 Discussion Paper. They were silent on the detail, so no 
mention of whether the mooted 120 hours over 3 years is 
in

• The temporary Covid measures affecting CPE were re-
affirmed:

 º That the relaxing of the 25% cap on professional 
reading will continue to be relaxed until 31 
December. That relaxation is subject to you 
exploring structured on-line options

 º The 10% inclusion of a health and wellbeing 
component also continues to 31 December.

• The Board did listen to the various submissions they 
received and have flagged significant changes to their 
original proposal 

• Current measures stay in place to 31 December, therefore 
perhaps we won’t have their final position on the new 
rules until the new calendar year at which time we will 
communicate their position. 

STP2 - ATO Adopts Gently-Gently 
Approach 

The expansion of Single Touch Payroll (known as STP Phase 2) 
is scheduled to commence on 1 January 2022 and will require 
employers to report additional payroll information in their STP 
reports. For example, disaggregation of gross amounts (including 
separate reporting of paid leave, allowances, overtime, directors’ 
fees and salary sacrifice amounts), employment and taxation 
conditions (including information from the TFN declaration) and 
income types (for example, salary and wages, working holiday 
maker income, or foreign employment income). 

STP Phase 2 will also involve sharing information with Services 
Australia. To help support employers with the transition to STP 
Phase 2, the ATO has advised it is adopting a flexible, reasonable 
and pragmatic approach as follows:

• Employers that can start reporting by their digital service 
provider’s (‘DSP’) deferral date (if applicable) do not need 
to apply for more time

• Employers should start STP Phase 2 reporting, if their 
software will be ready for 1 January 2022. If an employer’s 
software is ready and they are able to start reporting before 
1 March 2022, they do not need to apply for more time 
(that is, an automatic two-month extension applies). 

From December 2021, employers can apply for more time past their 
DSP's deferral date, if they need more time to transition. 

The ATO has also advised there will not be penalties for genuine 
mistakes for the first year of Phase 2 reporting until 31 December 
2022.

https://www.tpb.gov.au/exposure-draft-tpbep-d442021-continuing-professional-education-policy-tax-financial-advisers
https://www.tpb.gov.au/exposure-draft-tpbep-d442021-continuing-professional-education-policy-tax-financial-advisers
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In 2021, many Australians fell victim to ransomware attacks 
and the accounting industry was in the top three industry 
sectors to notify data breaches.

The Office of the Australian Information Commissioner (OAIC) 
reported an increase of 24% in ransomware incidents from the 
previous six-month reporting period.  Average ransom payments 
have risen dramatically in Australia and New Zealand over the 
last year as malicious actors have become more sophisticated.  
Whereas cybercriminals used to be looking for a vulnerability, now 
they are more targeted in their approach and goals.  One of the 
biggest costs of cyber attacks and incidents is not the price of the 
ransom itself, but the expenses associated with hiring forensic IT 
companies to investigate potential data breaches and exposures.  

As many as one-third of Australian organisations hit by a 
ransomware attack simply paid cyber criminals for the decryption 
key to restore their network despite failing to examine why the 
attack was able to happen in the first place. The lesson is that if you 
fall victim to a ransomware attack, find out how it was possible for 
cyber criminals to embed themselves on the network undetected.

Ransomware is often just a visible symptom of a more serious 
network intrusion that may have persisted for days, and possibly 
longer.  In order to install ransomware, cyber criminals may have 
been able to gain backdoor access to the network potentially via a 
previous malware intrusion as well as having administrator privileges 
or other login credentials. 

According to the OAIC, malicious attacks were the main source of 
data breaches, accounting for 65% of all occurrences. Human error 
was attributed to 30% and system faults for the remainder. 

Some might believe that paying the ransom to cyber criminals is 
going to be the quickest and most cost-effective means of restoring 
the network but that is rarely the case. The ransom paid potentially 
costs a lot, but the post-event analysis and rebuilding of a damaged 
network is also very costly. Recovering from a ransomware incident 
is rarely a speedy process. The investigation, system rebuild and 
data recovery often involves weeks of work.

Cyber attacks on high profile companies

Here is a list of high profile companies that fell victim to ransomware 
– are you the next target?

• Nine Network

• Uniting Care Queensland 

• Toll Group

• JBS

• Regis Healthcare

• Service NSW

• Nielson

• Lion Australia

• MyBudget

• Bluescope Steel

On 21 June 2021, Labor politician Tim Watts introduced the 
Ransomware Payments Bill 2021 into Parliament.  If implemented, 
this will impose reporting obligations on certain entities looking 
to pay cyber criminal’s ransom demands following a ransomware 
attack, with penalties for non-compliance.

Ransomware - Are you the next target?

continued

https://www.oaic.gov.au/updates/news-and-media/data-breach-report-highlights-ransomware-and-impersonation-fraud-as-concerns
https://www.abc.net.au/news/science/2021-07-16/australian-organisations-paying-millions-ransomware-hackers/100291542
https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-statistics/notifiable-data-breaches-report-january-june-2021
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bId=r6730
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Scale of cybercrime in Australia

Cybercrime is one of the largest threats to the Australian GPD. 
Cybercriminals do not just target big business. In fact, in many 
cases smaller businesses are targets that are more desirable. This 
is because small businesses hold all of the information that big 
business has – such as client data, but often do not have all the 
resources to invest in the best software and hardware to protect 
their data.

Although smaller businesses may not have the resources of the 
likes of the Nine Network or Toll Group, they still need to protect 
their client data and implement a strategy to reduce the impact if a 
cyber attack occurs.  

How to avoid cyber attacks

The best way to avoid any of this is to ensure your network is 
secure against cyber attacks in the first place by doing things like 
making sure operating systems and security patches are up to date 
and applying multi-factor authentication across the network. 

Organisations should regularly backup their networks and store 
those backups offline so in the event of a successful ransomware 
attack, the network can be restored with the least disruption 
possible.

Rather than trying to hide a breach, today most companies will 
come out and say something like:

We have experienced a ransomware attack. Here’s 
what we’re doing to contain it, remediate it, protect 
consumer information, and this is how we’re planning 
to strengthen our systems going forward to make sure 

this doesn’t happen again.

According to the Australian Criminal Intelligence Commission 
(ACIC), cybercrime costs the Australian economy up to $1 billion 
annually in direct costs. On a global scale, Cybersecurity Ventures, 
a cyber security research and publishing company estimates that 
cybercrime damages will cost the world $6 trillion annually during 
2021. 

How to reduce the impact when a cyber 
attack occurs

Although they can be very good at preventing a cyber attack in 
most cases, antivirus software, firewall and IT Support are not 100% 
effective against cyber criminals.  

Standard business insurance often does not cover you in the event 
of a cyber attack and antivirus software will not help to recover your 
firm’s expenses. Cyber Shield is a comprehensive cyber insurance 
solution designed to protect your firm against the detrimental effects 
following a cyber attack. ABN approached Accountancy Insurance 
to tailor their Cyber Shield policy to the needs of bookkeepers 
which we are pleased to announce they have delivered. 

The benefits of Cyber Shield:

• Designed specifically for bookkeeping firms, the cover is 
relevant to the needs of the profession.

• Competitive premiums are a certainty.

• Cover is comprehensive, ranging from data recovery to 
privacy regulatory defence costs, plus much more.

Without Cyber Shield, your bookkeeping firm could incur significant 
operating downtime and substantial expenses in order to recover 
lost data and restore your client’s confidence.

Want an obligation-free quote?

Talk to the team at Accountancy Insurance about Cyber Shield to 
find out more or to receive your obligation free quote. 

Alternatively, you can complete a Cyber Shield Application Form. 
Once you have completed each question and submitted the form, a 
member of the Professional Risks team will be in touch with you.

By Karen McDonald

Associate Director – Professional Risks, Accountancy Insurance

RANSOMWARE - ARE YOU THE NEXT TARGET? CONT

https://tec.com.au/the-impact-of-cyber-crime-why-cybersecurity-should-be-your-priority/
https://www.zdnet.com/article/cybersecurity-do-these-things-to-keep-your-business-safe-from-hackers-retailers-told/
https://www.digitalhealth.gov.au/newsroom/blogs/why-its-important-to-backup-and-store-offline
https://www.thedrivegroup.com.au/disciplines/cyber-security
https://www.thedrivegroup.com.au/disciplines/cyber-security
https://cybersecurityventures.com/
https://www.accountancyinsurance.com.au/products-services/cyber-insurance/
https://www.accountancyinsurance.com.au/
https://www.accountancyinsurance.com.au/application-form/
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ABN and the bookkeeping community have suffered a sad loss 
with the passing of Beverley Hush. Beverley was one of our 
founding Coffee Club Leaders. Beverley was a very caring, lovely 
Leader and, of course, had her favourite Bookkeeping software. 

While reminiscing at a memorial service recently held at Sanctuary 
Cove, I had the pleasure of learning the stories of Beverley as 
we had two close friends of hers there. Beverley's life was lived 
through her love of her dogs, her friends and her clients. She was 
always loyal to her beliefs and her friends.

I feel forever grateful to have had Beverley as a Network Leader 
and friend for so long; we shared manly laughs. Beverley's 
dedication to helping other members and giving her experience 
and knowledge to them each month to help them in their business 
was unparalleled. The way she would share her knowledge so 
willingly was one of the strengths that made her a great Network 
Leader. My fondest memory of Beverly is the way she would get 
all excited setting up the table for the Christmas party at the Black 
Angus restaurant to show she cared about her peers and wanted 
them to have a lovely afternoon and lunch. Beverly moved to Tin 
Can Bay a few years ago to settle into a quiet retirement.

I asked Sharon, the new coffee club leader for Helensvale, for her 
thoughts on Beverley:

“I didn’t know Beverley for very long but found her to be a very 
knowledgeable bookkeeper and dedicated to running our ABN Coffee 
Club group. Seeing how she ran the group inspired me to take it on 
when the position became available. I was saddened to hear of her 
passing. My thoughts are with her family and friends at this time.”

And lastly, I asked Beverley’s close friend and ABN member 
Desleigh for her memories of times spent with Beverley:

“How rich we are when we have a friend who is always up for a chat, 
early or late into the night, whether it be the pressure of BAS time, 

family stuff or just 
gossip, jokes and 
mayhem, normally 
with a glass in our 
hand."

That was 
who Beverley 
was to me…
irreplaceable.

Sharing our 
passion for 
our customers, 
bookkeeping and BAS related 
responsibilities, we also discovered a few 
other mutual passions, cruises, cocktails and canines.

We all know that Bev was a skilled, articulate and adaptable 
bookkeeper so it should be no surprise that on our cruises, when 
attending cocktail-making courses she mastered this skill with equal 
magnificence.  We both would have received honours in the mastery 
of consumption as well.

There is a rumour that on one such occasion, we may have been 
seen teetering back to our room, 3 cocktails each in hand, with a 
bucket of fresh prawns on its way to our balcony.

In my family, I had mere children as well as dogs; Beverley’s family 
were her King Charles Cavaliers……and she had steps so they 
could easily hop up into her bed.  Beverley was an attractive woman, 
and she wasn’t without the occasional beau vying for her affection.   
Brains must not have been a strong quality in the suitor who 
suggested she downsize the house…and the dogs. 

The dogs weren’t the ones left sleeping alone after that night.    

Beverley’s birthday is on 29th January, so I am calling on all 
bookkeepers to hold that night sacred, down the keyboard and 
mouse, prepare a gin martini, three olives, raise your glasses and look 
to the clouds; there is an angel you have met up there!”

It’s with great sadness that we have had our last 3 olive gin martini 
with Bev.

Cheers to you, Bev and may you be looking down with a grin and 
wonderful memories of your time with us.

Leanne and the ABN Team

IN 
MEMORY 
OF
Beverley 
Hush


